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▪ Concept, Principles, and Use Case

▪ Stakeholder and Collections

▪ eArchiving Use Case

▪ Managing and Persisting Resource Access Information

▪ Blockchain-verifiable Resource Access Metadata
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E-ARK STANDARDS & EUROPEAN 

BLOCKCHAIN SERVICE INFRASTRUCTURE
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eArchiving (E-ARK Standards) European Blockchain Service Infrastructure

CEF Building Block Synergies



▪ The NIOD Institute for War, Holocaust and Genocide Studies provided several

collections to test the concept of E-ARK/EBSI based access mechanisms. 

▪ Archive 244 European Diaries and Egodocuments

▪ Diaries reporting stories of pain and loss, fear and hunger and moments of levity while facing 

greatest misery.

▪ Archive 250D Concentration Camps and Prisons

▪ Personal accounts of former prisoners of concentration camps. 

▪ Archive 250K Concentration Camps outside the Netherlands. 

▪ Records by private persons, interest groups of former inmates and organizations with the task to 

determine the fate of missing persons.

▪ Archive 817 Ravensbrück Women's Concentration Camp

▪ The collection includes personal Statements of former prisoners of Ravensbrück.

NIOD‘S COLLECTIONS
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MASTER/DISSEMINATION REPRESENTATION
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Searchable PDF RepresentationMASTER Image Representation
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MASTER/DISSEMINATION REPRESENTATION

Searchable PDF 
Representation

Master Image 
Representation

Searchable PDF 
Representation

Master Image 
Representation

AGGREGATED
Searchable PDF 
Representation

Searchable PDF RepresentationMaster Image Representation

SIP AIP DIP



INFORMATION PACKAGE OVERVIEW
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SEARCH
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SEARCH
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MANAGING RESOURCE ACCESS
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Discovery 

Service

Applicant Resource

• Is the applicant allowed to

access and use the resource? 

• If yes, under which conditions?

• Is it allowed to apply search and retrieval

tools to allow finding the resource? 

• Does the resource contain sensitive data?

• Is there a representation specifically created

for dissemination purposes?



SYSTEM MIGRATION
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Archival Data Archival Data

Repository System A Repository System B
System migration

• If access related metadata

and permissions are not 

persisted in a standardised

way, they need to be

redefined in the new system

(labour-intensive, time-

consuming).

• Pemissions to apply a 

specific category of tools

• Applicants/researchers with

access rights



1. It must be possible to define rights 
statements on information 
package, representation, or file 
level.

2. It must be possible to define rights 
statements related to the 
application of software agents
enabling information retrieval, such 
as Optical Character Recognition 
(OCR) or full-text indexing 
software, for example. 

3. It must be possible to define rights 
statements regarding information 
applicants.
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REQUIREMENTS



REQUIREMENT 1: OBJECT LEVELS
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urn:example:niod:244.909

premis:object

premis:objectCategory= intellectual entity



REQUIREMENT 1: OBJECT LEVELS
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urn:example:niod:244.909.1

premis:object

premis:objectCategory= representation

urn:example:niod:244.909.2

premis:object

premis:objectCategory= representation

urn:example:niod:244.909

premis:object

premis:objectCategory= intellectual entity

represents represents

is derived from

PREMIS Objects for the information package, representation, or

file level can be defined and therefore rights statements can relate

to the objects at these levels.



REQUIREMENT 2: SOFTWARE AGENTS
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Optical Character Recognition (OCR) Full-text indexingMetadata editing/extraction tools

Information Extraction Search & Retrieval

Tools performing or enabling search and retrieval



REQUIREMENT 2: SOFTWARE AGENTS

18/07/2022

urn:example:niod:244.909.1

premis:object

premis:objectCategory= representation

urn:example:niod:244.909.2

premis:object

premis:objectCategory= representation

urn:example:niod:244.909

premis:object

premis:objectCategory= intellectual entity

represents represents

is derived from

Tools performing 

or enabling search 

and retrieval

premis:agent

Is allowed to be be applied to



REQUIREMENT 3: APPLICANT
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urn:example:niod:244.909.1

premis:object

premis:objectCategory= representation

urn:example:niod:244.909.2

premis:object

premis:objectCategory= representation

urn:example:niod:244.909

premis:object

premis:objectCategory= intellectual entity

represents represents

is derived from

Reseacher/applicant 

requesting access to 

resource

premis:agent

Is allowed to access/use

License agreement is

stored as part of the

information package



BLOCKCHAIN OBJECT REGISTRATION AND 

LICENSE AGREEMENT PROCESS
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Register 
dissemination

object

Create text license 
document

Provider assigns 
license 

Applicant accepts 
license

Provider approves 
request

AIP

OCR PDF

JPEG MASTER

Provider

Applicant

Provider



EUROPEAN BLOCKCHAIN SERVICES 

INFRASTRUCTURE (EBSI)
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Source: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/What+is+ebsi



EBSI USE CASES
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Source: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/Use+cases



BLOCKCHAIN BACKED METADATA
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Event metadata records are

registered in the blockchain

Metadata can be validated

against blockchain registry

• Authenticity of resource access metadata is guaranteed

• Tampering of resource access metadata is prevented

Metadata

Blockchain

Metadata
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THANK YOU!

http://prohub.ait.ac.at

http://prohub.ait.ac.at/

