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OVERVIEW

= Concept, Principles, and Use Case

= Stakeholder and Collections

= eArchiving Use Case

= Managing and Persisting Resource Access Information
= Blockchain-verifiable Resource Access Metadata

This project has received funding from the Connecting Europe Facility
18/07/2022

(CEF) Telecom programme by the 2020-EU-IA-0185 eArchiving grant



E-ARK STANDARDS & EUROPEAN
BLOCKCHAIN SERVICE INFRASTRUCTURE
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‘ Content Information Type Specification (CITS) — Digital ge ospatial data records archiving

‘ Content Information Type Specification (CITS) - Electronic Records Management Systems

‘ Content Information Type Specification (CITS) — Relational Databases

Content Information Type Specification (CITS) - ...
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NIOD'S COLLECTIONS

= The NIOD Institute for War, Holocaust and Genocide Studies provided several
collections to test the concept of E-ARK/EBSI based access mechanisms.
= Archive 244 European Diaries and Egodocuments

= Diaries reporting stories of pain and loss, fear and hunger and moments of levity while facing
greatest misery.

= Archive 250D Concentration Camps and Prisons
= Personal accounts of former prisoners of concentration camps.

= Archive 250K Concentration Camps outside the Netherlands.

= Records by private persons, interest groups of former inmates and organizations with the task to
determine the fate of missing persons.

= Archive 817 Ravensbrick Women's Concentration Camp
= The collection includes personal Statements of former prisoners of Ravensbrick.
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Voor het vertrek op de appelplasts houdt Dg,fieuwenhuis een toespraak,die
eindigt met "Leve het vaderland en het huis Oranje” hetgeen door door drie
hoerah’s beantwoord wordt.Daarna afmarsch en worden de koffers per wagen
naar den trein gebracht.De weg nasar dén trein was geheel afgezet met Gril-
ne Polizel en voor het vertrek ontvingen we brood en worst,Het Naderl,Roo=-
de Kruis zorgde voor limonade en een pot Jam per wagon,Per wagon twee tone
netjes als W.C.In Amersfoort en Apeldoorn veel publiek langs de baasn met
vlaggetjes,dat ons een hartelyk tot weerziens toeriep,toen we achter de
tralles voorbyreden.In Bentheim vertrok de Nederlandsche locomotief en in
het voorbyryden riep de machinist "Houdt Ye taal en Lot weerziens",Pe lsst-
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nasr den trein gebracht,De weg nesr dén train was geheel afgezet met Gril-
ne Polizel en voor het vertrek ontvingen we brood en worst.Het Naderl,Roo-
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INFORMATION PACKAGE OVERVIEW
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Label Working directory Information package management Version Created Change
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Information package

Label NL-AsdNIOD_244_00909
Working directory /var/data/repo/work/2833cfae-9f14-4b9f-81e2-377949094784
Information package urn:uuid:ffb201e1-8d79-4afe-840e-c998ef7faaa3
Version 2
Created 04.03.2022 12:29:06
Representations
Identifier Label Description Access rights
9fc21b81-2b9d-4662-939¢-973f7e854d0b pdfs_with_ocr_scanned_pages PDF documents with OCR of scanned pages Restricted access Il: hard restriction
d3791f49-1a6e-4735-974f-ffa770d01c7d images_scanned_pages Images of scanned pages Restricted access II: hard restriction
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MANAGING RESOURCE ACCESS

Discovery
Service

O
)

PROHUB

Is it allowed to apply search and retrieval
tools to allow finding the resource?

Does the resource contain sensitive data?
Is there a representation specifically created
for dissemination purposes?

]

Applicant

* Isthe applicant allowed to
access and use the resource?
« If yes, under which conditions?
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SYSTEM MIGRATION

—
Repository System A

T
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1 3
Archival Data
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Pemissions to apply a
specific category of tools
Applicants/researchers with
access rights

System migration

PROHUB

4
Repository System B

\ 4

If access related metadata
and permissions are not
persisted in a standardised
way, they need to be
redefined in the new system
(labour-intensive, time-
consuming).

T
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REQUIREMENTS

1.

It must be possible to define rights
statements on information
package, representation, or file
level.

It must be possible to define rights
statements related to the
application of software agents
enabling information retrieval, such
as Optical Character Recognition
(OCR) or full-text indexing
software, for example.

It must be possible to define rights
statements regarding information
applicants.
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REQUIREMENT 1: OBJECT LEVELS

premis:object

urn:example:niod:244.909

premis:objectCategory= intellectual entity

This project has received funding from the Connecting Europe Facility
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REQUIREMENT 1: OBJECT LEVELS

premis:object

urn:example:niod:244.909

premis:objectCategory= intellectual entity

represents T represents

premis:object premis:object

urn:example:niod:244.909.1 < ' derived from urn:example:niod:244.909.2

premis:objectCategory= representation premis:objectCategory= representation

PREMIS Objects for the information package, representation, or
file level can be defined and therefore rights statements can relate
to the objects at these levels.
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REQUIREMENT 2: SOFTWARE AGENTS

Tools performing or enabling search and retrieval

T

Information Extraction Search & Retrieval
Optical Character Ifeecognition (OCR) Metadata editing/extraction tools Full-text indexing
A i = ExifTool - i %
Y9 Tesseract i50CR (@ JHZEVE Xif Toe = elasticsearch  |Solr
This project has received funding from the Connecting Europe Facility
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REQUIREMENT 2: SOFTWARE AGENTS

premis:object

urn:example:niod:244.909

premis:objectCategory= intellectual entity

represents T represents

premis:object premis:object

urn:example:niod:244.909.1 < ks derived from urn:example:niod:244.909.2

premis:objectCategory= representation premis:objectCategory= representation

Is allowed to be be applied to

premis:agent

Tools performing

or enabling search
and retrieval
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REQUIREMENT 3: APPLICANT

premis:object

urn:example:niod:244.909

premis:objectCategory= intellectual entity

represents T represents

premis:object premis:object

urn:example:niod:244.909.1 < ' derived from urn:example:niod:244.909.2

premis:objectCategory= representation premis:objectCategory= representation

Is allowed to access/use

License agreement is
stored as part of the
information package

premis:agent

Reseacher/applicant

requesting access to
resource
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BLOCKCHAIN OBJECT REGISTRATION AND
LICENSE AGREEMENT PROCESS
AlP
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EUROPEAN BLOCKCHAIN SERVICES
INFRASTRUCTURE (EBSI)

What is EBSI?

The European Blockchain Services
Infrastructure (EBSI) is a market-friendly
distributed blockchain network based on
open standards and transparent governance
model.

Source: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/What+is+ebsi
This project has received funding from the Connecting Europe Facility
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EBSI USE CASES

Identity
Diploma Document traceability
Social security

Document traceability

(Coming soon)

The Document traceability Use Case aims to leverage blockchain to create trusted digital audit trails, automate compliance checks - for
example in time-sensitive processes - and to prove data integrity. The intention is also to serve as generic registration and traceability
capabilities for other EBS| Use cases.

Documentation E

Source: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/Use+cases
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BLOCKCHAIN BACKED METADATA

Blockchain

Metadata <=
Event metadata records are .H Metadata can be validated Metadata
— o registered in the blockchain against blockchain registry Vi
—o R -l 0=
— n —

O
v

v

« Authenticity of resource access metadata is guaranteed
« Tampering of resource access metadata is prevented

e mrnta st e e ramaivin i At Ervwn e rmnantimea Erivana L p
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