
PROHUB
Protecting Oral Histories Using Blockchain: a European harmonised solution for
protecting and ensuring access to oral history used for human rights work across
the European Integration Project".

Technical aspects:

Blockchain backed metadata to ensure authenticity and to control access
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▪ E-ARK & EBSI

▪ Principles

▪ Managing and Persisting Resource Access Information

▪ Blockchain-verifiable Resource Access Metadata

OVERVIEW



E-ARK STANDARDS & EUROPEAN 

BLOCKCHAIN SERVICE INFRASTRUCTURE

17/04/2023

eArchiving (E-ARK Standards) European Blockchain Service Infrastructure

CEF Building Block Synergies



MANAGING RESOURCE ACCESS

17/04/2023

Discovery 

Service

Applicant Resource

• Is the applicant allowed to

access and use the resource? 

• If yes, under which conditions?

• Is it allowed to apply search and retrieval

tools to allow finding the resource? 

• Does the resource contain sensitive data?

• Is there a representation specifically created

for dissemination purposes?



SYSTEM MIGRATION

17/04/2023

Archival Data Archival Data

Repository System A Repository System B
System migration

• What about the

permissions? Are they

preserved in a 

standardised way?



EUROPEAN BLOCKCHAIN SERVICES 

INFRASTRUCTURE (EBSI)

Source: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/What+is+ebsi



EBSI USE CASES

17/04/2023

Source: https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/Use+cases



BLOCKCHAIN BACKED METADATA

Event and rights metadata records

are registered in the blockchain

Metadata can be validated

against blockchain registry

Metadata

Blockchain

Metadata



BENEFITS

Secure

Blockchain-based 
digital identity, 
authentication, 

and authorization.

Transparent

International, open, 
and widely adopted 

standards

Enables 
Accountabilty

Operators are 
accountable for 

events and access 
grants

Ensures
Authenticity
Ensuring that data

is not changed
accidentally or
tampered with

Cost effective  

Leverage EU 
Building Block 

Technical 
Infrastructure
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THANK YOU!

http://prohub.ait.ac.at

Link

Round-table session

http://prohub.ait.ac.at/

